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The location’s changed but the rules
haven’t: Maintaining cardholder data
security standards while remote
Where organisations provide contact centre services, the move to remote
working has posed particular challenges to both ensuring that the right tools
are available and managing the risks associated with agents who will be
handling cardholder data.
Organisations that currently comply with standards such as the Payment Card
Industry Data Security Standard (PCI DSS) may now find themselves needing
to enable a new form of working that may never have been within their

existing compliance scope.
With due consideration organisations can, with care, enable remote workers
and take steps to help minimise the risk this introduces.
We’ve outlined some of the key considerations below to help you navigate
this change:
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Evaluate the additional risks associated with enabling remote
working for your staff, based on the ways that your staff may
process, transmit or store cardholder data.
Contact your Acquirer if you are a Merchant and discuss the
situation with them.
Make sure you educate your staff on additional security
requirements and controls you will be asking them to undertake
when working from home.
Transmission of cardholder data may be over open, public
networks so give consideration as to how you will ensure the
protection of cardholder data in transit.
Access to cardholder data needs to be limited to only those with
a genuine business need. So perhaps further restrict or limit the
number of staff who will be in contact with cardholder data
when working remotely. Also check that the access rights you
have in place are still reasonable in these new circumstances.
The physical environment in which your staff will be working will
be completely different from your controlled contact centre sites.
Give consideration to who else may be in the property where the
remote workers are based and what controls you would require
of your staff in order to ensure no one else can access, view or
overhear cardholder data.
Equipment that enables staff to access systems should be
secured in the same manner as any other device that would
operate in a compliant environment. For example can you
maintain patching and anti-malware services on equipment you
issue to staff? Can you ensure that any wireless network in the
property is appropriately secured?
Consider how to ensure authentication is implemented to make
use of multi-factor authentication.
Consider how you can prevent remote workers from copying,
moving or storing cardholder data locally.
If you can implement, or perhaps expand the use of, technology
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solutions where your staff do not have to hear or process
cardholder data (such as DTMF suppression payment gateway
providers) then give these consideration.
Consider how you manage the incorporation of new technologies
into the process to ensure that security restrictions remain
suitable. If, for example, you didn’t allow receipt of cardholder
data via a chat window before, then you still shouldn’t be doing
so now.
Ensure you maintain the levels of logging and monitoring of
systems you deploy remotely that you do for on premise systems.
Moving to remote and home working would be considered a
“significant change”. Make sure you review the impact of this on
all PCI DSS requirements that must be reviewed on “significant
change”.
If you are a Service Provider, review the contracts and the
wording of any agreements you have in place with your
customers. There may be prohibitions on home/remote agent
working or restrictions on location that need to be discussed
with your customers.

All of these issues and more need to be considered. The PCI Security
Standards Council recognises the impact this can have and has published a
recent article that refers to guidance to help organisations.
The “Protecting Telephone Based Payments” information supplement
published by the PCI SSC is also a valuable source of information
Here at NCC Group our PCI DSS QSAs can advise and assist you with
evaluating your own particular challenges in support of enabling your
workers to operate safely from home while minimising the risk to cardholder
data.
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